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Use of AI as a Tool 
Against Corruption
Prospects, risks and challenges 
for public and private sectors



EXECUTIVE SUMMARY
Fighting corruption is one of the most time-consuming and
difficult challenges for modern public and private institutions.
Application of the AI tools in this process can be a promising
solution, however, first, we need to assess both benefits and
risks. 

Using AI against corruption can be beneficial due to its
tremendous capabilities: AI can process and analyze big data,
detect complicated patterns and schemes of corruption fights, it
is an autonomous decision-maker and cannot be bribed or
coerced, therefore it can assist corruption fighters with
investigations and predictions.

However, if not implemented accurately, AI can generate biased
outputs, make decisions that cannot be fully explained and
justified and create a climate of surveillance in the organization.
Also, AI tools should have a very high level of accuracy, as
reputational losses associated with mistakes can be extremely
high. Last but not least, AI tools, if not included in the systematic
approach, cannot fix the problem of corruption alone. 

To mitigate these risks, we recommend AI judgments be further
examined by human analysts, outputs are accompanied by clear
justifications and descriptions of decision-making process flow
and collected data be digitized, checked, cleaned, and updated
regularly; Application of the AI tools should be carried out with
respect to human rights. 



INTRODUCTION
Corruption, according to the definition of Transparency International, stands for the
abuse of assigned power or status by a person with the purpose of receiving
personal gain.[1] In most cases, corruption involves public servants, politicians, and
government officials, but it can also take place in other types of institutions, such as
financial entities, businesses, civil society organizations, etc. Corruption is a very
complex social, economic, and legal phenomenon, which can include not only
bribery but also embezzlement, tax evasion, influence peddling, undue advantages,
misuse of funds, etc. Approximately US$2.6 trillion (more than 5% of global GDP) in
public funds is stolen/embezzled every year and about US$1 trillion in bribes is paid
worldwide annually.[2]

In modern societies, corruption crimes can take very complicated forms. Therefore,
detecting them and putting wrongdoers under justice become more and more
difficult. This Is already demonstrated in the Corruption Perception Index, which
shows that countries have trouble efficiently defeating corruption and the process
requires lots of time, money, human resources, proper institutions, robust media,
and civil society.
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For example, in 2021, 86 countries did not make any progress in their scores over
the last 10 years.[3]

In order to increase the efficiency of the anti-corruption fight worldwide, an
introduction of Artificial intelligence and machine learning tools in this process is
one of the possible solutions. Indeed, there are some successful cases in which
the application of AI machines successfully contributed to disclosing corruption
networks and predicting corruption-prone behaviour. Such examples are, among
others, Mexico, Brazil, and Ukraine, which will be addressed in detail later in the
paper. However, there are some reasonable concerns too, indicating that AI-based
approaches might not be a universal remedy and create additional challenges. 

If not applied with goodwill, AI machines can be even susceptible to being used
for committing corruption crimes more conveniently, through manipulating data,
or deliberately designing AI machines in a malicious way.[4] Therefore, before
deciding to put AI into action against corruption, advantages and risks should be
carefully assessed.



An ability of autonomous learning and a capability to scan, review and analyse
extremely big amounts of data in a short amount of time make AI machines a
promising tool in the fight against corruption. Generally, detecting fraud, tax
evasion, bribery, illegal bids, and procurements take lots of time and effort for
humans because they need to deal with very scrupulous and enormous amounts of
information manually. 

However, if these assignments are transferred to AI machines, speed, and efficiency
in detecting corruption crimes will increase considerably. AI tools can be more
efficient than humans to identify corruption, as they are able to 
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digest big data and connect the dots of illegal activities in a few seconds. For
example, Mexico was one of the first countries that implemented AI tools to
identify corruption crimes in public procurements and fraudulent tax transactions.
According to the report [5] “Towards an AI Strategy in Mexico”, “within three
months of a six-month pilot scheme, 1200 fraudulent companies were detected,
and 3500 fraudulent transactions identified. The identification and analysis of these
irregular activities would have taken an estimated 18 months of work without the
use of AI”.

In addition to that, AI tools are capable of revealing repeating patterns in intricate
schemes of corruption crimes, which, in many cases are deliberately complicated
and dispersed between the different transactions, properties, or bank accounts by
the wrongdoers to hide traces of their crime, which make it extremely difficult and
time-consuming for human analysts to connect the dots and reveal the offense. In
contrast, AI machines can spot important details, and connections between
different variables and not only identify already committed misconducts but also
produce predictions on the risks of committing corruption by different
organizations or specific individuals.[6]



Fighting corruption, especially by civil society organizations, journalists, or
citizens, can be extremely dangerous in some countries. Also, public officials or
employees of private companies, who are willing to disclose cases of corruption in
their working place, often prefer to stay silent because, as whistle-blowers, they
face lots of dangers and lack of protection. However, it is not possible to threaten
or harass AI machines, which makes them powerful tools for citizens and civil
society organizations to combat corruption and make their governments more
accountable.(7) 

For example, in 2016, Transparency International Ukraine launched the software
named “Dozorro'', which was built on AI machine learning. The software goes
through thousands of procurements and tenders and detects the ones prone to
corruption risks. The platform is being actively utilized by civil society
organizations who monitor procurement processes, its monthly visitors has
exceeded 100 000 and for three years, violations have been identified in 30 000
tenders with an overall worth of 4 billion USD.[8]

Private companies often face the same difficulties as state institutions and citizens
while dealing with corrupt activities. Corporate corruption can undermine the
public reputation of private enterprises or lead them to financially detrimental
decisions. If AI machines are applied, they can not only secure a fair working
environment within the company but also make thoughtful business decisions
with the help of AI machines, which, based on publicly available government data
or internationally harmonized records, can assess the trustworthiness of possible
partners or risks related to the investments, especially in foreign countries and
less-explored industries.[9] 
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 IMPORTANCE OF 
DATA FOR EFFECTIVE 

USE OF AI AGAINST 
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A primary prerequisite for running successful AI tools against corruption is the
digitalization of data. Since the efficiency of AI tools come from the data they are built
and trained on, it is crucial that the data relevant to the fight against corruption be
digitized. In many countries, paper-based practices are steadily abandoned, and
public services are mostly digitized, open data on public procurements, tenders, bids,
government transactions, declarations of public officials, taxation reports, etc. are
meticulously collected and published regularly through digital platforms. 

However, in some countries, especially in developing states, the process of digitizing
public administration takes place more slowly. For example, the above-mentioned AI-
based software Dozorro is established upon the digital platform Prozorro, which had
been introduced a few years earlier before Dozorro. Prozorro is an electronic system
that handles procurements and delivers government services. Dozorro, which detects
corruption crimes, collects, and analyses the data driven from Prozorro.(10) This
example demonstrates a direct connection between the successful digitalization of
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data and the application of AI machines against corruption. However, it is worth
mentioning that mere accessibility of the data is not a sufficient condition. The final
goal is to put “transparency in action”[11] and this is exactly where AI machines
should be introduced.

There are different types of data that can be used for building corruption-fighting
AI machines. First is open government data, made accessible by state institutions.
However, in less democratic countries, generally the published data is scrutinized
by state officials. For this reason, leaked data is often used, especially when AI
machines are built by civil society organizations, journalists, and non-state actors.
Another source is “crowdsourced data”[12], which is collected by individual citizens
voluntarily to expose corruption. Also, data collected from social media platforms
and news agencies on corruption coverage can be employed.[13] In addition to
that, “digital traces” of individuals, such as browser history, social media
interactions, and data collected from various mobile apps might be utilized.[14]
Moreover, if the AI-machines are used inside the specific state institutions or
private companies, specific data available only for them can be included too.

Private companies, whose interests are also vested in the fight against corruption,
can collect data for AI machines from their employees on their performance,
criminal records, previous  working experinece, etc. This can also include some
sentisive information, therefore, private enterprices should pay special attention to
the active communication with their employees. Employees should be notified
about the nature on the collected data in detail, they should have access to their
personal report anytime, they should have rights to provide feedback and  to have
their data deleted once they leave the company. Most importantly, private
companies should introduce additional security measures to defend personal
information of their employees from external invasion and ensure the integrity of
AI machines, also "whistle-blower" employees should be granted special security
guarantees. In addition to that, private companies can design AI machines on the
publicly available data sets, or information shared by public institutions or partner
private companies, however the information of external share of data should be
definitely in compliance with the will of the employees.
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Even though AI is a prospective tool to tackle corruption, there are lots of
challenges and trade-offs that are associated with its implementation. For
instance, there are difficulties to obtain enough, authentic, and unbiased data.
Also, for functioning efficiently, AI machines need to have access to different types
of personal information of employees, which can raise issues with the right to
privacy and hinder their integrity, willingness to cooperate, and commitment to
the institutions they work for. Besides, in case of lack of oversight instruments,
application of AI machines can be manipulated. Below we underlined some of the
most important risks and challenges to be considered before applying AI in the
organization against corruption.
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Bias: The biggest concern comes from the quality of data. As mentioned above, AI
machines can use different sources, such as leaked data, digital traces, or data
collected inside specific institutions/companies. For example, the Brazilian
government introduced the AI-based application MARA which determines the risks
to what extent public officials are prone to corruption. To do so, the application
collects social security numbers, criminal records, affiliations, and other sensitive
information on public officials.[15] Collection of such types of data carries the risk
of violating a human right to privacy. Also, the collected data can be inherently
biased against ethnic, sexual, and other minorities, which will result in making
biased judgments in the outputs generated by AI machines and, consequently, AI
algorithms will contribute to the reinforcement of discrimination and public
stigmas and stereotypes. 

Black Box: Additional challenge can be a “black box problem”. In order to be
efficient and not make falsely positive or falsely negative decisions, AI algorithms
applied in the corruption fight must be precise, flexible to learn based on the
newly received information, and independent enough not to be intervened by
human supervisors in the decision-making process. However, these conditions
also imply that AI machines must be very complex and sophisticated, which might
create difficulties to understand the flow of the decision-making process. The
“black box problem” obstructs a human ability to investigate deeper the decision
made by AI or to explain it to the wider public, which results in the violation of the
right to explanation. The “Black box problem” can be maneuvered by governments
to persecute public officials and it erodes the trust in AI machines from employees
and citizens.[16] Also, the difficulty to provide a justification for AI-made
accusations excludes the opportunity to use it as legal evidence in the court
against the wrongdoers. 

The climate of surveillance: Using AI machines in the anti-corruption fight
implies that the technology inspects and investigates the behavior of human
beings, consequently, decisions made by the AI machine if considered authentic by
relevant authorities, can have enormous effects on their lives. Therefore, if the
state institutions/employers don't communicate properly with the
employees/public servants how the AI tools operate, what are the precise steps in
their decision-making flow, how the authenticity of their outputs are ensured by
authorities/managers, and if they don't grant them a right to dispute the decision
or request further investigations, it is very likely that the working environment
becomes very tense and insecure, which will lead to the loss of motivation,
harming productivity, loss of integrity and even the mass outflow of workers. 



Susceptibility to reputational losses: Since the AI tools might be dealing with
very complex schemes of corruption crimes and their outputs might directly point
to specific individuals, AI algorithms cannot afford to make mistakes. Imagine
starting an investigation against some high-rank public officials or businessmen
based on AI-provided red flags and suspicions and finally proving them innocent.
Even one case of such misjudgement will result in the loss of public trust in the AI
tools which will inhibit the anti-corruption fight ultimately. Therefore, AI machines
need to meet a very high standard of accuracy which requires vast amounts of
unbiased data and increases the risks of a “black box problem”. 

Inconsistency of AI-based approaches with the systematic approach: When
applying AI tools in the anti-corruption fight, we should always remember that the
AI algorithms, no matter how autonomous, smart and sophisticated they are, are
not final remedies to the corruption, but rather one of the various tools at hand.
Therefore, in order to benefit to the fullest from AI tools, it should be incorporated
in the comprehensive strategy: design of the institutions, where they are applied,
should be transparent, fair, accountable to employees and the wider public, acting
on goodwill and truly committed to the fight against corruption. Otherwise, AI
tools will become just another instrument to pursue corrupt practices and
persecute opponents, whistle-blowers, and employees. Therefore, AI tools can
only be efficient in line with other anti-corruption tools all based on the systematic
anti-corruption commitment.

When applying AI tools in the anti- 
corruption fight, we should always 
remember that the AI algorithms, 
no matter how autonomous, smart 
and sophisticated they are, are 
not final remedies to the 
corruption, but rather one of the 
various tools at hand.
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In order to ensure the credibility and accuracy of AI tools, the decisions made
by the AI machines should be further investigated by human analysts and
supervisors. However, there also lies a challenge that those few who have the
power of double-checking AI tools can also be prone to corruption. To
exclude this “corruption trap”, public scrutiny and accountability of the
responsible employees should be very high and rigorous. 

The purpose to fight corruption is a legitimate common goal, but it should be
carried out in line with the protection of ethical principles of AI and
fundamental human rights, otherwise, the process will lose public trust and
erode the credibility of both the AI machines and the anti-corruption mission.
Therefore, violations of rights to privacy, explainability, transparency, and

Thus, although AI is a viable asset in the fight against corruption, its application
poses some trade-offs and ethical difficulties. However, these challenges can be
addressed and mitigated if a careful, well-thought-out, and ethically integrated
approach is taken. To develop ethical anti-corruption AI tools that are both effective
and trusted by the public, several recommendations should be considered:



accountability cannot be justified even when dealing with wrongdoers. New,
sophisticated technologies, especially when applied to monitor human
behavior can easily be discredited in the eyes of society. Therefore, to avoid
creating a climate of AI surveillance, AI tools should be implemented very
carefully, and transparently, with the inclusion of citizens/employers in the
process, providing them with all the necessary information and considering
their feedback.

Even though a “black box problem” cannot be fully eliminated when dealing
with AI, it can be mitigated by some efforts. Particularly, algorithms on which
AI tools are based should be designed in a form that describes a process of
decision-making in a detailed way and makes it accessible along with the
final decision. If AI-based decisions and provided explanations cannot be
further proved and justified by human analysts and supervisors, assertions,
at least for the given time, should be dropped.

Before applying AI tools, all the data should be digitized, and relevant
transactions/contracts should be placed and run through digital platforms.
To achieve more efficiency, databases, and digital platforms, at least on some
specific topics, should also be harmonized among countries/companies/state
institutions.

The most important mission is to gather relevant, sufficient, authentic, and
impartial data. To achieve this, all the data sets, before applying to AI
modelling, should be well-checked, reviewed, cleaned, and organized. Also,
they must be tested in different environments before it is fully definite that
the collected data is fair and authentic.
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Questions?
 

Contact us
Adalan AI is management consulting & SaaS platform for AI
Governance, Policy and Ethics. AdalanAI is about driving
operational excellence, achieving greater customer
satisfaction and building trust in AI product. We help
corporates, VCs, investors and policy-makers in Artificial
Intelligence product risk assessment and management,
impact assessment, policy-tracking and policy formulation
by improving/building internal governance strategies,
structures, processes and people skills across
organizational functions.

Explore how AdalanAI can help in achieving effective results in
fighting corruption with AI. 

We are global
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